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Abstract. The paper discusses the problems of preventing harmful infor-

mation spreading in social Networks. Social networks are widespread nowadays 

and are used not only for managers and marketers propagation of advertising, 

promotion of goods, but also by attackers to spread harmful information. Thus, 

there is a need to counter the attackers. This paper presents simulation tools and 

several features that contribute to the successful application for modeling social 

networks and examine different strategies preventing rumors and harmful in-

formation spreading. The authors cite an example of a simulation model for 

identifying intruders in a social network, software tools and the results of simu-

lation experiments. 
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1 Introduction 

Social networks have become an integral part of human life. So we always have the 

opportunity to quickly connect with friends or other people, find out the news bulletin 

for today, share our opinion. Social networks are used by large companies, individual 

entrepreneurs or managers in order to promote products and brands. They are used to 

spread advertising, technology, knowledge, investment, etc. [1,2,3]. Social networks 

are also used by government agencies and various communities to control public 

opinion. However, rumors [4,5], and "fake" news [6], and malicious information [7] 

are successfully spread on the social network. We should not forget that social net-

works are successfully used by criminals and terrorists for the purpose of criminal 

conspiracy [8,9,10]. 

Large numbers of studies related to monitoring, network analysis and prediction of 

online networks development and information management have appeared. The work 
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[1] considers several tasks being popular in online social networks: a task of analyses, 

a task of forecasting, а task of management. So a task of analysis and monitoring 

implies the collection of statistical data, the identification of changes in the online 

social networks and an assessment of various indicators. This could be, for example, 

identifying the initiators of the discussion, monitoring the actual information objects 

being discussed, assessing the naturalness of the discussions, etc. In forecasting tasks 

based on data that were obtained during network analysis usually are trying to predict 

how the network will change in the future. An example is the problem of disseminat-

ing information in the network. Management tasks include all the above tasks for the 

reason that, first of all, it is necessary to perform an analysis of the current situation in 

the social network, make a forecast of its development, and, depending on the purpose 

of the research, consider various management strategies. The task of spreading public 

opinions is an excellent example. 

There are various approaches to solving these problems, one of which is the mod-

eling of social networks [2]. This approach, in contrast to the usual network analysis 

(Social Network Analyzes (SNA)) [1,11] is more flexible: you can build a social net-

work model that takes into account the characteristics of specific studies, set the re-

quired modeling conditions. It is known that the mathematical abstraction of a social 

network is a graph, and since from the point of view of an outside observer, connec-

tions are formed randomly, random graphs are used [2,12]. 

The article is structured as follows: static and dynamic approaches to a modeling of 

social networks are examined. Static approach supposed an analysis of structural 

characteristics of the online social networks; dynamic approach examines changes in 

network characteristics depending on time, cause-and-effect relationships. Moreover 

special software tools are proposed. These tools can be successfully used by both 

approaches. The following is a description of the task of distributing prohibited in-

formation in a network implemented in the simulation system Triad.Net. 

2 Online social networks modeling  

There are two basic approaches to the analysis of social networks: static and dynamic 

one (as it was mentioned above) [1].  

The first approach involves the study of network structure (topology), its basic 

properties (contiguity, the degree of centrality, distance and others) [2]. This approach 

supposes the investigation of the current state of a “snapshot” of a social network.  

Main attention is paid to the geometric characteristics of the network (structure of 

network), as well as the different relations between the nodes (members of the social 

network). 

Static (structural) approach allows one to characterize accurately the current state 

of the system, but does not make it possible to see one to-many pattern that become 

visible only in the study of the structure of the network in dynamic. Indeed the useful 

information about social network “can be achieved at points in time through the use 

of polling and survey data, but the most interesting questions typically lie in the space 

in between these snapshots in time” [3]. The causal mechanism of the changes in 

social networks may be obtained due to simulation (in time). The static approach 



allows to understand such complex adaptive system as society, assists the scientists 

and managers to take an appropriate decision, but only simulation (discrete event or 

agent-based) “provides a fully traceable implementation of these concepts that readily 

accommodates the varying timescales at which events unfold within society” [3]. 

The study of structural characteristics allows us to fairly accurately characterize the 

current state of the system, but it does not allow us to understand many of the patterns 

that are noticeable only when time changes in dynamics. The authors of [1] enumerate 

tasks in which the structural characteristics of a social network are investigated: (a) 

searching for exact algorithms for generating recommendations of friends and content 

based on a social graph [13]; (b) identifying the initiators of the discussion; (c) moni-

toring of the actual objects under discussion; (d) forecasting the further development 

of the network, etc. 

Today, thanks to the study of the structural characteristics of social networks, a 

large number of models have been developed that have structural similarities with real 

networks (for example, the Buckley-Ostgus model [14], the Watts-Strogatz model 

[15], the copy model [16], etc. 

Dynamic modeling studies social networks in dynamics. Over time, the number of 

nodes in the network, communication between nodes may change. In addition, the 

processes taking place in the network should be considered: the dissemination of in-

formation, opinions, rumors, knowledge, etc. 

There are such models of activity in social networks [1]. 

1. Macro-level models consider the network as a whole, without taking into 

account connections between nodes; 

2. Micro level models view the network, taking into account the links: 

a. models with thresholds are models in which there is a threshold val-

ue or a set of threshold values used when a state changes; 

b. models of independent cascades (in which each node gets at a certain 

step a chance to activate other nodes) [17]; 

c. propagation models based on analogies with physics, medicine, and 

other branches of science [4,5]; 

d. Leakage [18] and contamination [19] models are a popular way of 

studying the dissemination of information and innovation in social 

systems. 

Dynamic modeling, in contrast to static modeling, allows studying the reasons for 

why the network is in a certain state, which event is the cause of its transition to an-

other state. Thus, it is possible to solve more complex problems: predict the dissemi-

nation of information in networks [20], form public opinion [1], form a discussion 

topic [13], etc. 

3 Combining dynamic and static modeling 

So, a lot of research confirms that the combined use of static and dynamic modeling is 

relevant. Consider some of these researches. 



The authors of [21] studied various strategies for disseminating knowledge in the 

network of employees of the academic center. For this purpose, the authors developed 

a dynamic model (using the Monte Carlo method). The network structure in this study 

is static (the number of agents and the connections between them do not change), but 

the process of knowledge dissemination is dynamic. 

The simulation was carried out according to the following scenario: at each mo-

ment of time for each pair of related agents, it turned out whether they had been in 

contact during this period of time or not, after which, if a contact occurred, one of the 

agents passed some piece of information to another. Upon reaching a certain level of 

awareness, the agent joined the dissemination of knowledge. 

The knowledge dissemination strategy in this study implies choosing of agents 

who will initially disseminate knowledge. Four strategies were considered: (1) the 

first five agents selected by degree of centrality, (2) 5 agents with the big number of 

published work, (3) the first five agents selected by intermediate centrality (4) 5 cen-

tral agents in clusters. 

To assess the effectiveness of strategies, two key indicators were considered: the 

proportion of aware agents at specific time intervals and the amount of time required 

to spread knowledge between specific portions of agents. 

This model was tested on the network of cooperation of the research center. The 

model was built on the basis of information about collaboration, the number of publi-

cations, etc. 

The authors examined the effects of various strategies on the dissemination of 

knowledge and obtained the following results: the scenario in which agents were se-

lected on the basis of centrality in clusters had the greatest impact on the dissemina-

tion of knowledge. 

The author of [22] attempted to analyze the distribution of information in an ego-

centric network that has a unique node as a source. The study is based on a stochastic 

multi-agent approach, where each agent is formed according to certain rules using 

data from the real social network Twitter. The modeling process consists of six phases 

and is iterative. 

The first phase consists of uploading data from a real social network. After that, 

during the second phase, the topics and moods of the messages (posts) extracted from 

the sample data are classified. Then, in the third stage, sets of samples for each user 

are created from the previously classified data. Each set contains user messages and 

messages from his / her news feed (that is, messages from users who he / she is sub-

scribed to). Each model of user behavior is built from these sets (fourth phase), and 

the models are used as input for a stochastic simulator (fifth phase). The model is 

executed. The loop is repeated several times until the most accurate model is found. 

Experiments have shown that the proposed approach is promising for modeling 

user behavior in a social network. 

A simulation model for the distribution of harmful information in the network was 

developed in [19]. An epidemiological model was used as the basis. The classical 

model of the spread of infection is based on the following cycle of the carrier disease: 

initially, a person is susceptible to infection. If this person contacts an infected person, 

he can with some probability become infected. Subsequently, the person over time 

either recovers, acquiring immunity, or dies; immunity decreases with time, and the 

person again becomes susceptible to infection. 



A similar cycle was implemented in our paper. But we must notice that ordinary 

users who are susceptible to infection are attackers-agents. 

The task of disseminating harmful information can be formulated as follows. The 

process of distribution of harmful information initiates any attacker agent by sending 

messages with harmful information to his list of contacts. An attacker can start a sin-

gle attacker or group of them. They send messages through each time unit. 

Subscribers-recipients, having accepted the message, with probability β are in-

cluded in the attack process (become intruders). It is assumed that the user either read  

a message, either ignored it or deleted it altogether. 

In addition, in each unit of time, the attacked nodes can be protected because of    

defense mechanisms impact. Thus, they cease to send harmful information and be-

come immune to further attacks. 

The simulation results are numerical arrays of data describing the dynamic process 

of propagation of harmful information (the number of attacking, protected and poten-

tially vulnerable nodes in each time unit). 

The simulation experiments were carried out using this model. The next section 

presents the task of distributing harmful information in the network and illustrates its 

implementation in the simulation system Triad.Net. 

So the popularity of social networks is growing every day. In this regard, there are 

more and more threats against which you need to protect network users. One of 

threats: the distribution of harmful information in networks [7,17]. Recently, a large 

number of publications related to the study of the process of dissemination of harmful 

information, rumors, etc. have appeared. 

So in [7] an algorithm for large-scale networks monitoring with dynamically 

changing cascades of harmful information is considered. Several ways to decrease the 

spread of harmful information through immunization of network nodes are considered 

in [17]. The search for candidates for immunization is performed dynamically during 

the process of information dissemination. 

Let us consider the task of identifying intruders on the network. 

Formulation of the problem: 

Given: N - the number of nodes equal to the number of network users; I0 - the 

number of malicious subscribers - the primary sources of threat; R0 is the number of 

subscribers initially insensitive to attacking influences; β - parameter that reflects the 

strength of the threat, the likelihood of an attack; γ is a parameter reflecting the degree 

of resistance to the threat, the probability of subscriber protection (β and γ in this 

study are defined as constants, but can be expressed as functions depending on the  

profiles of social network subscribers); t is the process time (in arbitrary units of 

time). 

The process of distribution of harmful information (ZI) initiates any attacker agent 

by sending messages with harmful information to his list of contacts. An attacker can 

be launched by a single attacker or a group of attackers. They send messages through 

each time unit. Subscribers-recipients, having accepted the message, with probability 

β are included in the attack process (become intruders). It is assumed that the user 

either read a message; either ignored it or deleted it altogether. 

In addition, in each unit of time, the attacked nodes can be protected due to the 

impact of defense mechanisms. Thus, they cease to send harmful information and 

become immune to further attacks. 



We implement this task using the Triad.Net modeling system. 

The Triad.Net modeling system was developed at Perm State University 

[23,24,25] and is intended for modeling computer systems. 

 The Triad simulation model is divided into three layers: a structure layer (a set of 

objects connected by communication lines, with the help of which objects exchange 

information with each other), a routine layer and a message layer. In our case, the set 

of objects is the set of network users who are in a relationship with each other. The 

layer of routines - software tools for the implementation of scenarios of behavior of 

network users. The message layer is intended to describe messages of a complex 

structure. These messages are shared by network users. 

The structure layer is a procedure with parameters. So, the computer network 

model, which is a dedicated server and several client computing nodes, can be de-

scribed in Triad language as follows: star (Server, Node [1..n]), where star is a graph 

constant corresponding to the star network topology. In the Triad language, other 

graph constants are also defined: cycle (cycle), rectan (lattice), tree (tree), etc. 

A distributed system consisting of 3 servers (client nodes are connected to each of 

the servers) can be described as follows: star (Server, Serv [a..c]) + star (Serv [a], 

Node [1..k ]) + star (Serv [b], Node [k + 1..m]) + star (Serv [c], Node [m + 1..n]). 

Here operations (union of graphs) are used. It should be noted that the following op-

erations with graphs are defined in the structure layer: add / delete vertices, arcs, edg-

es, union, intersection of graphs, etc. The description above defines a whole family of 

structures. 



 

Fig. 1. Bollobás-Riordan model 

 

Fig. 2. Buckley-Osthus model 

 

Fig. 3. Copying model 

 

Fig. 4. Erdos- Renyi model 

In addition, graph analysis procedures (diameter, number of vertices, edges, etc.), 

as well as: clustering coefficient, centrality, transitivity, mutual orientation, etc., are 

implemented in the layer of structures. 

Routine is a specific scenario in which agents act. A routine consists of a sequence 

of events that plan each other. The execution of an event is accompanied by a change 

in the state of the object. Routine has input and output poles, with their help, agents 

interact with each other. 

A description of routine using the simulation language Triad [25] may be repre-

sented as:   

Routine <Name> { <A section of parameters> | <A defini-

tion of poles> }  

[<A section of initialization of routine> ] { <A descrip-

tion of events>}  

EndRout 

The following is the code for the routine used in the task. 

Listing 1. Agent scenario description 



routine Rout[boolean Defence; boolean bad; real beta; re-

al gama](InOut pol[50]) 

// initialization 

initial 

integer i; 

real Seed:=0; 

if (bad) then 

 schedule SendMessage in 0; 

endif; 

endi 

//Events 

// Event send messages 

event SendMessage; 

 // The command to send a message to all poles 

 out " "; 

// With probability gama, an agent turns from an at-

tacker into a protected one,  

 // and stops sending messages. 

 if (RandomReal()<gama) then 

  Defence:=true; 

  bad:=false; 

 endif; 

 if (Defence=false) then 

  schedule SendMessage in 1; 

 endif; 

ende 

 

// Input Processing Event 

event; 

// With the probability of the beta, the agent joins 

the attack. 

//(Defence=false) check that the agent is not protected 

//(bad=false) check that the agent is not attacking 

if (Defence=false)&(bad=false)&(RandomReal()<beta) then 

 schedule SendMessage in 1; 

 bad:=true; 

 Seed:=Seed+1; 

endif; 

ende 

endrout 

Information procedures are used to collect statistical information during simula-

tion experiments. Information procedures in the process of modeling observe the 

model elements (events, variables, poles). When the state of the observed object 

changes (i.e. when a variable value changes, when an event is executed, after a mes-

sage arrives at the input pole or a message is transmitted from the output pole) the 



information procedure is connected to a specific model element and the data is pro-

cessed according to the algorithm specified in the information procedure. 

A description of procedure using the simulation language Triad [26] may be repre-

sented as: 

Infprocedure<Name>(< A section of parameters >)] 

initial< initial conditions >endi 

handling// executed when one of the parameters changes 

<Information Procedure Operator> { “;” <Information Pro-

cedure Operator> }endh 

processing// executed when requesting a result 

<Information Procedure Operator> { “;” <Information Pro-

cedure Operator> }endp Endinf 

Below is the code of the information procedure, which calculated the number of 

attacking, vulnerable and protected agents. 

Listing  2. Information procedure  

infprocedure ip( 

  in array[50] of boolean bad; 

  in array[50] of boolean Defence) 

  // initialization 

  initial 

   integer cbad,cdef,cfree,i; 

   real prevtime:=0; 

   print "time\t"+"bad\t"+"def\t"+"\tfree"; 
  endi 

  handling 

   if prevtime!=SystemTime then 

    print prevtime+"\t"cbad+"\t"+cdef+"\t"+cfree; 

   endif; 

   cbad:=0;cdef:=0;cfree:=0; 

   for i:=0 to 49 do 

    if Defence[i] then  
     cdef:=cdef+1; 
    endif 

  if bad[i] then  
   cbad:=cbad+1;  
  else  
   cfree:=cfree+1; 
  endif 

   endf; 

   prevtime:=SystemTime; 

  endh  

  endinf 



During the experiments, several runs of a simulation model with different input 

parameters were carried out. 

 
Fig. 5. Attack process, n = 50, β = 0.6, γ = 0.3 

 

Fig. 6. Attack process, n = 50, β = 0.9, γ = 0.1 
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Fig. 7. Attack process, n = 50, β = 0.1, γ = 0.9 

According to the results of the experiments, the following conclusions can be 

drawn: 

 the I (t) attack process has an exponential dependence; 

 as β increases, the rate of infection of the nodes increases (attack intensity); 

 with an increase in the probability of an attack β and a low probability of protec-

tion γ, the time of the defense process increases (Fig. 6); 

 the number of protected agents grows slower due to the fact that the agents transi-

tion to this state from the attack state (Fig. 6); 

 with a low probability of attack β and a high probability of protection γ, the attack 

process has a non-exponential form (Fig.7). 

The authors conducted a number of other experiments and confirmed the studiesх 

[19], which showed that the rate of infection of agents depends not on the network 

topology, but on the number of connections between agents.   

4 Conclusion 

The paper considers an example of solving a problem of disseminating malicious 

information in a social network. To study the dissemination of information in the 

network, the simulation method and the simulation system Triad.Net were used. 

Triad.Net software has a number of characteristics that make it a convenient tool 

for modeling social networks. Simulation tool Triad.Net includes procedures for con-

structing graphs, including random ones, used as models of social networks. The 

number of graph vertices is given as input parameters, so it is possible to construct a 

graph with a large number of vertices and with a complex structure, while the struc-

ture description in the Triad language remains concise. The procedures for analyzing 
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graphs of a layer of structures make it possible to determine the structural characteris-

tics of a graph, which are usually obtained when performing network analysis proce-

dures. In addition, Triad.Net allows to explore and dynamic processes occurring in a 

social network. 

So this paper demonstrated the viability of the Triad.Net for solving problems re-

lated to the research of social networks, including the tasks of disseminating of harm-

ful information. 
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